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Digital Security
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‘Knowledge for Privacy and Security
-Computer
‘Mobile
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How your Digital Data is flowing ! ! !
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(Secure Password) Password Poli

° C
320}

> @Lﬂﬁ m dogSnume Xc4ng2$
- Small Letter (abcde,..) @

- Capital Letter (ABCDE,..)
- Number (12345...)
- Special Character (!@#5%&")
* At Least 8 character

- Check your password strength at https://howsecureismypassword.
and https://www.myllogin.com/reso asswordsstrenghin-test
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Password QPP4¢ | 00320050Y|C

o

GSD’DCGH) Gc]'pceﬁ

- 88 Password of apqp:0? ee[godolenad

+ Password 0090005:03 Gsepopciope 320%:(g|g¢:03 o[glq

+ Password gp:03 0030038 geeE(3c: 4 euleagpgo coo:(gé: o[y

+ 992016200 0gpS:qPazE (§O&EYIE Log In wolulsi oE8agE Password &[goc:ol
. 39030303@ o{9§=¥5¢m Password ea’g:q (Birthday, MyBae2020, MyBae2021)
- Two Factor Authentication [go&&agEadeol (20pdgd 58Equpd)

« Password Manager :1'3:6]

» gdeagiean password 230
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COOMSLONDVCED TGO (Gmail,
Facebook, skype) q[0:322: g(a Nk G@gﬁ,

G§copSqopgpsiap: co§fac:cl

- Set Recovery Email
- Set Recovery Phone Number (do not recommend MPT, MyTel)
- Recovery Question
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Computer a33006 64|06
ooorrgoﬁeq: G800 :390:3:@6] (Use
Antivirus for better protection )

+ Windows Defender Firewall
- Antivirus (Kaspersky, BitDefender, AVG, ESET NOD32, Norton, Mcafee)
- Use antivirus properly (always update,

. sa@ozaaqp:eﬁ Memory Stick, Hard Disk, 322: Antivirus Scan a?(S:?
a’e:q@ (scan removable device that used at another device)
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5:0000 0PPOQPE 23:P[ac:adCa
zgoé% Gﬁ%gq?qoz L( I;Qr[i%acy,L !
Repairing Tips)

- Q588223226200 Computer/Phone s8¢0 6[g[gES (3E3
©3208) Data Storage (Memory Card/ Hard Disk)

(5105236:009:0)

-Phone/ Tablet qpo: s@& 5 6[g|[g€8 Contact, Photo, Data
320300 backup cx?oooo c3| passcode, password 6c0: ecg
20030020
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VPN (Virtual Private Network) GaeqzdlCL)l
saoi'?:@@pé:l eaooésﬁ;/egoéﬁ

How a VPN works? G caown
« How VPN Work 7
« Advantages (More Secure by encryption, Hide your IP
address/location, can access geolocked services, accessible to banned - ’ ) ] ; _
website/services,) {4 o o (j-o 9o B
« Disadvantages (Slow connection speed, More data usage, Connection — e T e
Drop, Social Media Account locked cause of changing location P
immediately)
« Popular VPN (Proton VPN, CyberGhest, TunnelBear, PIA, Psiphon,
1.1.1.1, Turbo, Windscribe, ExpressVPN, NordVPN, TurboVPN, ' o —e—— o
HotspotShield) ) |
+ Paid VPN (country changeable, Data Quota / Connection Speed — e e o

Unlimited, Configurable for VPN router, Multiple Device)
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$PO:0P0D PBEOGIVCEP VUIDOD
(Knowledge related to Technology)

- sondogudesp QUG3 .00, J03)
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Keep Your Password In Safe Place

- Password for Email, Social Media, iBanking/mBanking, ATM,
VISA, Credit/Debit Cards,

- PIN for Door, Phone, Laptop, Safe Box, ...
- KeePassXC, BitWarden

- Google Keep

- Apple Note, Samsung Note,
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saglﬁﬁsam(ﬁqp: 6CQPMIEDE0aS
3961@38(5:30@(‘:@@‘::@]3: (Backup Your

Precious Data)

- 1. Cloud (Google Drive, Microsoft One Drive, DropBox, Mega, ..),

+2. External Hard Disk, Memory Stick (cog¢o c5605236:8)
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Be aware of Virus Infection

- 03E0lQ 070 333'?:[%“@5:@5 c2008q)$ eqpas (Pirate/Cracked
Software, Windows) &¢

- Ransom ware 320: GqPCq:8Ea s

- ©236o00 link qp:o% e$8cﬂ.§.§ login eo&.ﬂ?@

+ Adware (Zapya)
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©OQODOI0O: aSEepej_p 3203
|3|e06200 §p0200024]02

- Secure PDF (No Print, No Text Copy, Low resolution for signature) ,

- Password protection for Word, Excel)

. aeqjcﬁmoarﬁqp: ""Z]l@&?é o."»[éjlsoea)o q,é:m@:qp: (Secure Zip, Rar)

Birt ift,

- Mobile Bank Transaction 60803 cx? )
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Use Safer Communication Channel

- Signal (Similar to Viber, Whatsapp, Telegram) 32z aocﬁagcﬁcqzsaogog
%opiglag

- (Voice call via signal (3:g2:6000Ec6q)

- Disappearing message C\?&\%cloooS
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Mobile Operator

RED < 1A o . ol
- i
- Location can be detected by SIM operator (Telenor, Ooredoo, MPT, Mytel, MEC) o iy { e
« (Sim Card uSc s cpgabeoy 16 IMEL g
IMEI qﬁ cpoS Slm Card c@o Qcmo% :& , B N
c@qoé §euleanionud) El' ~“w | Triangulated
. IMEI ﬂ‘ntematlona! Mobile Equipment Identity), IMS! {International mobile subscriber identity), | i Location

MAC Address (medio access control address)

- [§8v> B§1q4, 0dondyo Drone, Phone Cracking (Iphone, Andruld). Laptop Hacking
(MacBnok. Mndows} 02003 andogadigp: §oopdad 2o
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Facebook detail

- Messenger Secret Conversation,

- Recovery Code Generator (Password and Security >> Check Your Important
Security>> Two Factor Auth >> managa>> Recovery Code),

« 3 to 5 locked out (Setting>> Password and Security), Profile lock,
- log in device & Location,

- Authenticator app,

+ Privacy Audience,

- Page Schedule Post,

- Password,

- link with other (Aiprand Website) Tik Tok,




Instant Messenger Data Collection Comparison

Signal Vs Telegram, WhatsApp Facebook Messenger:
What Data Does Each App Collect from your phone?

Facebook
Parchane Hinzry Advertiving Dats
Whatsapp Crves Finaniiol bnbs  Othes Usage Dats
Poschie Locabon Crush Date
Coans Locstion Dats
S 1 [y— PN ——
R Errasst Agweit Drher Dats Types
Achvpriising Dats Mare Srowning Hidory
Bgrthae Fnlory Phcre Murissr Haadth
Cosna Location Crived s Covtand! inde Riness
Wgre Mambar Cartacty Payrert o
Gall Addirans Pacios or Videss Proto or Videos
Contact Gameply Content Audic Duts
Wt luaption Ohes ser Comtent Gaveplay Contern
| Crath Cuta Searce batory Cusmomer Seppot
Paripemanie (uce Mowarg Mucry Other User Cantent
Nana, Telegram WT‘M User iD Tewrch satony
{Tha only persaral data Sgral [r—— Dewice 1D S e b
e by s parvler, and “mm Custovety Suppors Pao
4 ks T #tETER b2 |k S o Sser i ""‘u_' Inlaraction Dwwice 1D il sddvess
wour identiy) Other Comtest agna Fhorw wur=buy S b oy

source: Web Share
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Instant Messenger Feature Comparison

Feature Signal app | Telegram app
Transfer files up to 100 MB 2GB
Number of people allowed in a group chat Up to 1000 | Up to 200,000
Voice and video calls Yes Yes
Pinned chats Yes Yes
Ability to pin messages to the top of a chat No Yes
Current online status and last seen time No Yes
Secret chats No Yes
End-to-end encryption by default Yes No
No Yes
Yes Yas

Sticker packs and animated emojis
Available on i0S, Android, Mac, Windows, and Linux . ‘



Messenger App Privacy Option Comparison

Hide Message Seen

Hide Last seen Online
Hide Screen App Switcher
Limit Message (Allow From Anyona)

Disappearing Message | Secret Chat

Group Chat Message Disappear
Limit who Can Call Me

Call Relay Option [to Hide IP Address)
Limit Forward

Group (Limit Who Can Add Me)
Channel (Limit Who Can Add Me)
Auto Delete My Account (Define Inactive Period) Ina
App Lock (Pass Code, Finger Print)







